This study comprises an information security risk assessment of smartphone use in Finland using Bayesian networks. The primary research method is a knowledge-based approach to build a causal Bayesian network model of information security risks and consequences. The risks, consequences, probabilities and impacts are identified from domain experts in a 2-stage interview process with 8 experts as well as from existing research and statistics. This information is then used to construct a Bayesian network model which lends itself to different use cases such as sensitivity and scenario analysis. The identified risks'probabilities follow a long tail wherein the most probable risks include unintentional data disclosure, failures of device or network, shoulder surfing or eavesdropping and loss or theft of device. Experts believe that almost 50% of users share more information to other parties through their smartphones than they acknowledge or would be willing to share. This study contains several implications for consumers as well as indicates a clear need for increasing security awareness among smartphone users.
Introduction
The global number of smartphone users already surpassed 1 billion in 2012 [18] and in Finland, the share of smartphones relative to all mobile handsets in use exceeded 50% in 2013 [26] . As smartphones have become powerful enough to fulfil most consumers' computing needs, users are effectively migrating their computing tasks from traditional computers to smartphones. While traditional computer security is common knowledge and end-users typically use security software such as anti-virus on these devices, smartphone security is not as well understood among end-users.
Research concerning specific smartphone vulnerabilities exists in large numbers. Terms such as mobile malware and mobile phishing already return numerous matches in research paper searches. However, comprehensive risk assessments of smartphone use are not readily available. It is not immediately clear how much mobile malware contributes to the information security breaches that occur via smartphones, for example. Moreover, it is unclear how much smartphone use contributes to all information security breaches.
The main objective of this study is to perform a high-level risk assessment of information security related to smartphone usage. As a secondary objective, this study aims to design and implement a practical risk assessment process for eliciting information from multiple experts and consolidating this information into a Bayesian network. The outcome of this risk assessment is a Bayesian network model of information security risks, which can be used for various purposes such as scenario and sensitivity analysis.
Bayesian Networks
First documented applications of Bayesian networks in risk analysis include evaluation of terrorism threats by Hudson et al. in 2001 [5] and of structures under fire by Gulvanessian and Holicky in 2002 [4] . Later, Bayesian networks have been used for risk management purposes in various fields such as banking [7] , nuclear power plants [6] , building fires [10], earthquakes [22] and other natural hazards [23] . Some studies employ fully knowledge-based approaches using only expert interview [6, 8, 9] , whereas others combine expert opinion with statistical knowledge [7, 37, 38] . Eunchang et al. [24] describe a study where 252 industry experts were surveyed for risk knowledge concerning a large engineering project. Bayesian network models have also been used for assessing the probability of ship collision [37] and effectiveness of oil combating [38] in the Gulf of Finland.
Peltola and Kekolahti [30] use Bayesian networks and expert knowledge to perform a risk assessment of the Finnish TETRA PSS network, where several risk sources and controls affect the availability of the network. Bayesian networks have been also used in several research papers to model interdependent information security vulnerabilities as attack scenarios [13] [14] [15] 17] . Sommestad et al.
[16] present a framework for analysing cyber security using Bayesian statistics and Mo et al. [12] propose a quantitative model for evaluating a firm's cyber security readiness by use of Bayesian networks.
Classical methods of causal and frequency analysis include, in addition to Bayesian networks, Fault Trees [32] , Markov chains [33] and Petri nets [34] . Fault trees are commonly used in causal analysis but can be completely replaced by Bayesian networks. Markov chains and Petri nets on the other hand are not suitable for causal analysis [21] . Bayesian networks was chosen in this study as the risk analysis method due to the following reasons:
1. Efficient consolidation of hard data and expert opinion [35] [3] . 5. Robustness with regards to incomplete information [35] . 6. Flexibility and abundance of use cases [3] .
However, Bayesian networks also exhibit the following disadvantages:
1. Continuous variables typically must be discretized before use [21] .
However, the variables analysed in this study are ordinal and therefore, this disadvantage is irrelevant. 2. Determining quantitative values via expert elicitation is a complex [35] and time-consuming process [1] . However, the number of variables to be elicited can be reduced using for example parameterized methods. A secondary target of this study is to simplify the elicitation by developing an interview process supported by an Excel-based tool for gathering data and deriving Node Probability Tables (NPT) .
Research Method
Whereas in the data-driven approach the model structure is first learned using either score-or constraint-based methods [39] [40] [41] and thereafter the parameters by learning the local distributions implied by the structure, the Bayesian network model in this study is constructed using a knowledge based approach due to the lack of available data. First, relevant a priori information is reviewed from literature in order to determine the known assets and risks related to smartphone use. This information is then utilized as a basis for interviews with domain experts, where information is gathered in order to construct a Bayesian network model of the risks and consequences. This model is then used for further analysis of the risks. The expert interviews follow a two-stage expert elicitation process designed in this study. This process aims to collect the data necessary for constructing a Bayesian network model of information security risks and assets related to smartphone use in Finland at the time of this study. The purpose of the first stage is to gather enough information to build a qualitative model of the information security risks and consequences, i.e. the graphical BN structure in which nodes represent risks or consequences, and edges indicate causal relationships. During the second stage, this model is presented and validated with each expert whereafter the strengths of dependencies and impacts are determined, i.e. the quantitative values are elicited. Figure 1 describes this process. The experts to be interviewed are chosen based on experience, subject matter knowledge, current employer and position. Two main objectives are taken into account when choosing the experts: (1) the group of experts should include various specializations with partial overlap in order to ensure completeness of the information available and (2) the interviewee's experience and knowledge in the domain and their own viewpoint should be good or very good in order to ensure the quality of the information available. The representation of different expertise areas within the chosen experts is visualized in Figure 2 .
Interview Stage 1
Two different types of techniques are commonly used to capture the information required for building the qualitative Bayesian network from expert interviews. Structured techniques involve specific questions about predefined concepts and are thus most suitable for confirming existing knowledge. Unstructured approaches focus on exploring new information and are thus well suited for use in domains for which existing knowledge is lacking or nonexistent. Prior knowledge in smartphone security is available but in limited extent and due to this lack of completeness, a combination of structured and unstructured methods are used. The first stage interviews roughly follow the process visualized in Figure 3 .
Interview Stage 2
The main objective of the second stage interviews is to collect the information necessary in order to construct the quantitative Bayesian network model, which is the set of Node Probability Tables (NPT) assigned to the nodes of the qualitative Bayesian network. In this model, each risk is defined as a Boolean node and each consequence as a ranked node with the scale negligible-lowmedium-high.
Eliciting the content of NPT's from experts can be performed in several ways. Manual elicitation by interview quickly becomes infeasible in nontrivial networks due to the exponential increase in NPT size with the amount of nodes. A less time-consuming alternative is utilizing a parameterized model, where the NPTs are constructed according to a formula whose variables are elicited from experts. Common methods of building parameterized models include using NoisyOR operators [27, 28] , their multivalued generalization Noisy-MAX or a truncated normal distribution [25] , for instance. However, these methods are not suitable for the purpose of this study due to their prerequisites, i.e. that either all nodes are Boolean, represent abstractions of continuous variables or have only few parent nodes.
For the purpose of this risk assessment, a method is designed with the objective of being easy to understand even by experts with little or no statistical experience. The resulting method consists of assessing each risk-consequencepair individually and thereafter combining this information into NPTs using an Excel-based tool. The process is visualized in Figure 4 .
This method was easy for experts to understand and follow, minimizing the time and effort required for familiarizing the experts with the process. However, due to the high amount of risk-consequence-pairs, this method was more time consuming than typical parameterized methods. On the other hand, this method is not as prone to the typical loss of accuracy observed when representing large amounts of variables with a simplified function. Compared to manual elicitation of NPTs, this method still provided a nearly hundredfold reduction in variables to be elicited. 
Results
The Bayesian network constructed in this study describes the most important risk events and consequences related to smartphone use in Finland during year 2015. Probabilities in the network describe the expected probability of an event or consequence for a single smartphone user during one year without any additional knowledge of the user. The probabilities and severity distributions are arithmetic averages of the values given by experts. The choice of identified risks to be included in the network was made based on the interviewed experts' opinions of the risks' importance, taking into account both probability and consequences.
A subset of the complete model be seen in Figure 5 , which describes the risks that could cause either the consequence leakage of personal or leakage of confidential data. This qualitative subset describes the most important risk events identified by the experts but does not include quantitative values such as probabilities of risk events. The qualitative model subsets, such as shown in Figure 5 , were used for eliciting quantitative values from the experts during interview stage 2. Figure 6 shows the complete Bayesian Network structure including the nodes' state probability distributions. For example the risk shoulder surfing or eavesdropping can directly cause leakage of confidential or personal data as well as lead to theft of the device, for example in a scenario where a thief steals the device after seeing its passcode. Furthermore, the thief might be interested in accessing the device's information and services, thus realizing the risk unauthorized physical device access, as opposed to wiping the device's memory and selling it. Figure 7 visualizes the probability of occurrence for each risk, which shows that most risks are unlikely to occur during one year. However, based on Figure 7 , experts believe that almost 50% of smartphone users become victim to unintentional data disclosure during a year, i.e. share more information to other parties through their smartphones than they acknowledge or would be willing to share. Figure 8 visualizes the possible consequences of each risk. The total bar length indicates each consequence's probability when the respective risk event occurs. In addition, the bars are divided by colour into different consequence severities, wherein each severity has been assigned a probability. Consequences with a negligible probability or severity are omitted from the figure. Based on the figure, the risks unintentional data disclosure and vendor backdoor are both very likely to cause leakage of personal data when they occur but the effects of vendor backdoor are more likely to be severe. From the risk assessment results, it seems clear that a data breach is considerably more likely to concern a smartphone user's personal information than confidential information related to the user's employer. One likely reason is that while businesses and governmental entities have significant incentives to use encryption and strong authentication, consumers' often value price and ease of use more than security. Figure 9 shows a sensitivity graph describing the effects of individual risk events on medium-or high-severity confidential data leakage. According to the analysis, the consequence is most sensitive to unauthorized physical device access or malware. This is reasonable as an unauthorized user would have access to all services which do not require additional authentication and malware with elevated rights could access all data on the device and monitor interaction between the device and user. However, most devices used for confidential purposes should require a passcode for unlocking the device, which might not be sufficiently represented in the results. Figure 10 represents the effects of individual risks on medium-or highseverity personal data leakage. The results resemble those of confidential data leakage in Figure 9 . However, two clear differences exist between these results: (1) all risk events have a significantly higher probability of affecting personal data than confidential data and (2) the effect of unintentional data disclosure is much higher relative to other risks' effects on leakage of personal than confidential data. Loss or corruption of data related to smartphone usage seems to be a relatively unlikely scenario and most often caused by loss or theft of device or technical failure of device. Also, low-severity and medium-severity unavailability is very rarely caused by anything else than technical failures of the device or network. On the other hand, high unavailability is rarely caused by anything else than loss or theft the device.
Discussion
The Bayesian network model seems realistic as a representation of the actual risk space surrounding smartphone use. The results are logical and offer more insight into the importance of different risks and their consequences. Bayesian networks as a method seems suitable for information security risk assessment as it produces a very flexible model that can be used for various kinds of analysis. However, the process for eliciting information and constructing the network is time-consuming and poses challenges for networks with a large amount of nodes.
The information elicited from experts is mostly well in line with that found in statistics and existing research. For example, the conditional probability that the data stored on a lost or stolen smartphone is accessed, reflects the results of Symantec's Honey Stick Project [36] . The experts' answers also varied significantly for some risks, such as the unintentional data disclosure risk, where estimates of probability ranged from less than 1% to 95%. However, the average of answers received from the 8 experts seem realistic. One special threat that arose in this risk assessment is the speculative vendor backdoor, for which the experts had very different opinions. According to some experts, at least 10% of the smartphones in Finland are likely to include an active backdoor designed by the device vendor or operating system developer, whereas some experts believe that none of the smartphones used in Finland have such a backdoor. Experts' answers were often derived from a real-world assumption, such as that exactly one mid-sized smartphone vendor is inserting backdoors into mobile devices.
Some experts were uncomfortable estimating probabilities without any statistical data. For instance data leaks regarding company confidential information is a topic where experts felt particularly insecure due to lack of hard data, especially as businesses do not necessarily report all data breaches to outside parties due to the possibility of reputational damage.
A common expectation between experts is that the mobile risk space is going to undergo significant changes in the near future. Expectations include increased usage of mobile banking and payment services as well as a respective increase in attacks that target these services. Also, experts expect users to increasingly store sensitive information on their smartphones. The abundance of sensor data on smartphones is still a relatively unexploited resource, for which risks such as malware and vendor backdoor present a natural threat. Research shows that many mobile services are vulnerable to sophisticated and unsuspicious phishing attacks [29] .
The Bayesian network model can be used as is to illustrate the significance of different smartphone risks in different scenarios. Based on this study, the following implications for consumers can be drawn. First, consumers should ensure that their devices' built-in security features are enabled, especially a passcode and restrictions against installing applications from outside the official application store. Second, consumers should familiarize themselves with mobile applications' privacy settings and terms. Third, consumers should regard their smartphones as untrusted devices, wherein a minimal amount of private or confidential information should be stored on them. Also, it is warranted for security stakeholders to place more emphasis on educating users about smartphone security features and pitfalls.
The model could be extended with controls and mitigants, which contribute to the probability or consequences of risk events. Such an extended model could be used for identifying the most dangerous practices of smartphone usage as well as which security measures would be most useful for prevention or mitigation of risks. Further extended with costs of security measures, the model would lend itself to cost-benefit analysis of security measures. Another possible extension of the network would be to add demographic parameters such as age, occupation or income of the user, wherein the network would give more insight into the vulnerabilities and security awareness of each demographic group. The model constructed in this study could be applied to other countries by updating the parameter values and structure as necessary to represent the local environment. In order to ensure validity of the model in any environment, the parameter values as well as the structure should be updated regularly.
Conclusion
The purpose of this study is to perform an information security risk assessment of smartphones using Bayesian networks. Most information is gathered during a two-stage expert elicitation process, where the experts represent various experience, knowledge and viewpoints related to information security, thus ensuring the completeness of the elicited information. The expert interviews follow a process designed as part of this study in order to facilitate accurate and simple elicitation.
The outcome of this study is a Bayesian network model which documents the information security risks related to smartphone use and can be extended with new data when available. The model shows that the most important risks in Finland include traditional information security risks such as malware and phishing, very general risks such as loss or theft of device and relatively new risks such as unintentional data disclosure through legitimate applications. In fact experts believe that almost 50% of smartphone users share more information to other parties through their smartphones than they acknowledge or would be willing to share. Also, the experts raise a concern over more speculative risks such as surveillance on network level and vendor backdoors. The study contains several implications to consumers as well as highlights a need for increasing security awareness among smartphone users.
Bayesian networks are found to be an effective method for documenting and analysing causal knowledge of domain experts. The model lends itself well to different types of sensitivity analysis, which would be especially useful when analysing potential controls and mitigants for risks. The expert elicitation method designed was easy for experts to understand and delivered accurate results, but however time-consuming. Both Bayesian networks and the expert elicitation method could be applied to other risk assessments as well.
Future research topics include extending the model with controls and mitigants in order to identify causes and preventive measures or with demographic parameters to better identify how risks vary between different age, occupation, income or location groups. Further research is also warranted for developing more effective tools and methods for expert elicitation and consolidation of results to be used in Bayesian networks. 
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